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Brief Biography

Fernando Gont is a Security Researcher and Consultant at SI6 Networks.

Gont has worked on a number of projects for the UK National Infrastructure Security Co-ordination Centre
(NISCC)  and  the  UK  Centre  for  the  Protection  of  National  Infrastructure  (CPNI)  in  the  field  of
communications protocols security.  As part  of his work for these organizations,  he has written a series of
documents with recommendations for network engineers and implementers of the TCP/IP protocol suite, and
has performed the first thorough security assessment of the IPv6 protocol suite. 

He is active in several working groups of the Internet Engineering Task Force (IETF), where he has led many
improvements to the IPv6 protocol suite, and has published 36 IETF RFCs (Request For Comments). Gont has
also developed the SI6 Network's IPv6 Toolkit (<https://www.si6networks.com/tools/ipv6toolkit>) -- a free,
portable and comprehensive security asessment toolkit for the IPv6 protocol suite.

Gont  has  been  a  speaker  at  a  number  of  conferences  and  technical  meetings  about  information  security,
operating systems, and Internet  engineering, including: CanSecWest 2005, Midnight Sun Vulnerability and
Security  Workshop/Retreat  2005,  FIRST Technical  Colloquium 2005,  Kernel  Conference  Australia  2009,
DEEPSEC 2009, HACK.LU 2011, DEEPSEC 2011, Hackito Ergo Sum 2012, German IPv6 Kongress 2014,
H2HC 2017, Positive Hack Days 8, Hack In Paris 2018, and Troopers 2018. Additionally, he is a regular
attendee of the Internet Engineering Task Force (IETF) meetings. 

More information about Fernando Gont is available at his personal web site: <https://www.gont.com.ar>.
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 Gont  F.,  “El  Sistema  de  Nombres  de  Dominio  (DNS)”,  Revista  @rroba,  Editorial  MegaMultimedia,  Spain.
August 2005.

 Gont F., “El servicio ‘whois’”, Revista @rroba, Editorial MegaMultimedia, Spain. Julio 2005.

 Gont F., “Rastreando spammers”, Revista @rroba, Editorial MegaMultimedia, Spain. June 2005.

 Gont F., “El ataque SYN-flood”, Revista @rroba, Editorial MegaMultimedia, Spain. May 2005.

 Gont F., “El ataque contra el mecanismo Path-MTU Discovery”,  Revista @rroba,  Editorial MegaMultimedia,
Spain. April 2005.

 Gont, F., “El ataque ‘ICMP Source Quench’”, Revista @rroba, Editorial MegaMultimedia, Spain. March 2005.

 Gont, F., “El ataque ‘blind connection-reset’”, Revista @rroba, Editorial MegaMultimedia, Spain. February 2005.

Conference presentations

Note: All  the  slides  for  my  presentations  are  available  at:  <https://www.gont.com.ar/presentations>  and
<https://www.si6networks.com/presentations> 

 “Panel Discussion on IPv6 Extension Headers”. Connections 2022, April 7-8, 2022. Online event. [video]

 “Reconocimiento de redes IPv6”. Ekoparty Hackademy masterclass, March 17, 2022. Online event.

 “Improving the Reaction of IPv6 SLAAC to Renumbering Events”. PLNOG 2022, March 8-9, 2022. Online event.

 “Implicancias  de Seguridad y Privacidad  del  Direccionamiento  IPv6”,  Security  Day 2022.  January  29,  2022.
Online event.

 “Update on IETF publications”. UK IPv6 Council Annual Meeting, December 7, 2021. Online event.

https://www.gont.com.ar/presentations
https://youtu.be/ZdK3S-_plfw?t=4825
https://www.si6networks.com/presentations


 “State of the Art in IPv6 Security”. THE H@CK SUMMIT, November 5, 2021. Online event.

 “Improving the Reaction of Customer Edge Routers to IPv6 Renumbering Events”.  NANOG 83, November 1-3,
2021, Minneapolis, U.S.A.

 “Operational  Implications  of  IPv6  Packets  with  Extension  Headers”.  NANOG  83,  November  1-3,  2021,
Minneapolis, U.S.A.

 “Operational Implications of IPv6 Packets with Extension Headers”.  LACNIC 36, October 11-15, 2021. Online
event.

 “Improving the Reaction of Customer Edge Routers to IPv6 Renumbering Events”. LACNIC 36, October 11-15,
2021. Online event.

 “IPv6 Extension Headers in the Real World”. LACNIC 35, May 12-14, 2021. Online event.

 “RFC 8981: Temporary Address Extensions for IPv6 SLAAC”. LACNIC 35, May 12-14, 2021. Online event.

 “Port Randomization in the Network Time Protocol Version 4”. IETF 105, NTP WG. July 20-26, 2019. Montreal,
Canada.

 “Security and Privacy Implications of Numeric Identifiers Employed in Network Protocols”. IETF 105, PEARG.
July 20-26, 2019. Montreal, Canada.

 “Hacking IPv6 Networks v5.0” (training course). Hack In Paris 2019. June 16-18, 2019. Paris, France.

 “Privacidad en el DNS”. LACNIC 31. May 6-10, 2019. Punta Cana, Dominican Republic.

 “SLAAC’s Reaction to  Renumbering Events”.  IETF 104,  6man Working Group.  March 23-29, 2019.  Prague,
Czech Republic.

 “Security and Privacy Implications of Numeric Identifiers Employed in Network Protocols”. IETF 104. March 23-
29, 2019. Prague, Czech Republic.

 “SLAAC’s Reaction to Renumbering Events”.  IETF 104,  v6ops Working Group. March 23-29, 2019. Prague,
Czech Republic.

 “Privacy Extensions for Stateless Address Autoconfiguration in IPv6”.  IETF 104.  March 23-29, 2019. Prague,
Czech Republic.

 “What are the IPv6 news from the IETF?”. NGI @ Troopers 2019 . March 18-19, 2019. Heidelberg, Germany.

 “SI6 Toolkit v3.0”. NGI @ Troopers 2019 . March 18-19, 2019. Heidelberg, Germany.

 “Network Reconnaissance in IPv6” (training course). Security Day 2018. December 2018. Guayaquil, Ecuador.

 “Despliegue de Redes IPv6 Seguras” (training course). Claro Ecuador. December 2018. Guayaquil, Ecuador.

 “Hacking IPv6 Networks v5.0” (training course). Hack In Paris 2018. June 25-29, 2018. Paris, France.

 “Knockin' on IPv6 Doors”. Hack In Paris 2018. June 25-29, 2018. Paris, France.

 “IPv6 Security: How did we get here?”. PHDays 2018. May 15-16, 2018. Moscow, Russian Federation.

 “Advances in IPv6 Network Reconnaissance”. x33fcon 2018. May 7-8, 2018. Gdynia, Poland.

 “Estado  de  Despliegue  de  IPv6 en  Servicios  de  Internet  para  la  Región  de  Latinoamérica  y  Caribe  (LAC)”.
LACNIC 29. Abril 30 - Mayo 4, 2018. Ciudad de Panamá, Panama.

 “Advances  in  IPv6  Network  Reconnaissance”.  LACNIC  29.  Abril  30  -  Mayo  4,  2018.  Ciudad  de  Panamá,
Panama.

 “Advances  in  IPv6  Network  Reconnaissance  ”.  NGI  @  Troopers  2018 .  March  12-13,  2018.  Heidelberg,
Germany.

 “Knockin' on IPv6 Doors ”. NGI @ Troopers 2018 . March 12-13, 2018. Heidelberg, Germany. 

 “Knockin' on IPv6 Doors”. Hack In Paris 2018. June 25-29, 2018. Paris, France.

 “IPv6 Security: How did we get here?”. PHDays 2018. May 15-16, 2018. Moscow, Russian Federation.



 “Advances in IPv6 Network Reconnaissance”. x33fcon 2018. May 7-8, 2018. Gdynia, Poland.

 “Estado  de  Despliegue  de  IPv6 en  Servicios  de  Internet  para  la  Región  de  Latinoamérica  y  Caribe  (LAC)”.
LACNIC 29. Abril 30 - Mayo 4, 2018. Ciudad de Panamá, Panama.

 “Advances  in  IPv6  Network  Reconnaissance”.  LACNIC  29.  Abril  30  -  Mayo  4,  2018.  Ciudad  de  Panamá,
Panama.

 “Advances  in  IPv6  Network  Reconnaissance  ”.  NGI  @  Troopers  2018 .  March  12-13,  2018.  Heidelberg,
Germany.

 “Knockin' on IPv6 Doors ”. NGI @ Troopers 2018 . March 12-13, 2018. Heidelberg, Germany. 

 “Hacking Smart Home Devices”. H2HC 2017. October 21-22, 2017. Sao Paulo, Brazil.

 “How IPv6 may affect IoT Security”. FIRST TC. September 18, 2017. Montevideo, Uruguay.

 “Network Reconnaissance in IPv6”. PHDays VII.  May 23-24, 2017. Moscow, Russia.

 “IPv6 Security Tools”. UK IPv6 Council Security Workshop. July 12, 2017. London, United Kingdom.

 “Recent IPv6 Security Standardization Efforts”.  UK IPv6 Council Security Workshop. July 12, 2017. London,
United Kingdom.

 “State of the Art in IPv6 Attack & Defense”.  Africa Internet Summit 2017. May 21 - June 2, 2017. Nairobi,
Kenya. 

 “Advanced IPv6 Network Reconnaissance”.  Africa Internet  Summit 2017.  May 21 -  June 2,  2017.  Nairobi,
Kenya.

 “IPv6 Security Workshop”. Africa Internet Summit 2017. May 21 - June 2, 2017. Nairobi, Kenya.

 “Hacking TP-Link Devices”. NGI @ Troopers 17. March 20-24, 2017. Heidelberg, Germany. 

 “IPv6: Motivación, mitos, y desafíos”. ITEC. September 6, 2016. Rio Cuarto, Córdoba, Argentina.

 “Introducción y Experiencias en el IETF”. ITEC. September 6, 2016. Rio Cuarto, Córdoba, Argentina.

 “Seguridad  IPv6”.  Universidad  Nacional  de  Rio  Cuarto  (UNRC).  August  25,  2016.  Rio  Cuarto,  Córdoba,
Argentina.

 “Introducción y Experiencias en el IETF”. Universidad Nacional de Rio Cuarto (UNRC). August 25, 2016. Rio
Cuarto, Córdoba, Argentina.

 “Seguridad y Privacidad en Direccionamiento IPv6”. #1HackParaLosChicos 2016. August 26, 2016. Córdoba,
Argentina.

 “Advanced IPv6 Security” (training course). June 20, 23, and 24, 2016. Ljubljana, Slovenia.

 “Hacking IPv6 Networks -- with Hands-on Lab” (training course).  IPv6 Business Conference. June 17, 2016.
Zürich, Switzerland.

 “Hacking IPv6 Networks v4.0” (training course). June 13-15, 2016. Ljubljana, Slovenia.

 “Advanced IPv6 Network Reconnaissance”. IPv6 Business Conference. June 16, 2016. Zürich, Switzerland.

 “Security and Privacy Implications of Numeric Identifiers Employed in Network Protocols”. IETF 95. April 3-8,
2016. Buenos Aires, Argentina.

 “Requirements for IPv6 Enterprise Firewalls”. IETF 95. April 3-8, 2016. Buenos Aires, Argentina.

 “Network Ingress Filtering: Defeating Attacks which employ Forged ICMP/ICMPv6 Error Messages”.  IETF 95.
April 3-8, 2016. Buenos Aires, Argentina. 

 “On Firewalls in Network Security”. IETF 95. April 3-8, 2016. Buenos Aires, Argentina. 

 “Operational Implications of IPv6 Packets with Extension Headers”.  IETF 95.  April 3-8, 2016. Buenos Aires,
Argentina.



 “Estructura  de  la  IETF y  el  Proceso  de  Estandares  de  Internet”.  IETF 95.   April  3-8,  2016.  Buenos  Aires,
Argentina.

 “Advanced  IPv6  Network  Reconnaissance”.  IPv6  Security  Summit  @  Troopers16.  March  14-15,  2016.
Heidelberg, Germany.

 “Recent IPv6 Standardization Efforts”.  IPv6 Security Summit @ Troopers16. March 14-15, 2016. Heidelberg,
Germany.

 “Reconocimiento de Redes IPv6”. Security Day 2015. December 18, 2015. Guayaquil, Ecuador. 

 “Desafíos en Seguridad IPv6”. Security Day 2015. December 18, 2015. Guayaquil, Ecuador. 

 “Security and Privacy in Internet Protocols” (invited presentation). NAIST. November 12, 2015. Nara, Japan.

 “Security Implications of IPv6 Addressing”. LACNOG 2015. Sep 28-Oct 2, 2015. Bogota, Colombia. 

 “On Firewalls in Network Security”. IETF 94. November 1-6, 2015. Yokohama, Japan.

 “Operational Implications of IPv6 Packets with Extension Headers”.  IETF 94. November 1-6, 2015. Yokohama,
Japan.

 “Observations on the Dropping of Packets with IPv6 Extension Headers in the Real World”. IETF 94. November
1-6, 2015. Yokohama, Japan.

 “IPv6 Universal Extension Header”. IETF 94. November 1-6, 2015. Yokohama, Japan.

 “Transmission and Processing of IPv6 Options”. IETF 94. November 1-6, 2015. Yokohama, Japan. 

 “Transmission and Processing of IPv6 Options”. IETF 93. July 19-24, 2015. Prague, Czech Republic.

 “Desafíos en Seguridad IPv6 ”. CIBER 2015 . October 6-7, 2015. Buenos Aires, Argentina.

 “Seguridad IPv6”. LACNOG 2015. Sep 28-Oct 2, 2015. Bogota, Colombia. 

 “State of the Art in IPv6 Attack & Defense” (training course). IPv6 Business Conference. June 18, 2015. Zürich,
Switzerland.

 “Hacking IPv6 Networks v3.0” (training course). June 15-17, 2015. Ljubljana, Slovenia.

 “IPv6 Extension Headers in the Wild”. 10th SLO IPv6 Summit. June 9th, 2015. Ljubljana, Slovenia.

 “Reflections on IPv6 Security”. 10th SLO IPv6 Summit. June 9th, 2015. Ljubljana, Slovenia.

 “Advanced IPv6 Hacking” (training course). June 8, 11, & 12, 2015. Ljubljana, Slovenia.

 “Security Assessment and Troubleshooting with SI6 IPv6 Toolkit v2.0 (Guille)”. FLIP6 2015. Mayo 18-22, 2015.
Lima, Peru.

 “Recent Advances in IPv6 Security”. FLIP6 2015. Mayo 18-22, 2015. Lima, Peru.

 “Introducción y Experiencias en el IETF”. III Encuentro Nacional de Técnicos (CABASE). April 20-21, 2015.
Buenos Aires, Argentina.

 “Recommendations on filtering of IPv6 packets  containing IPv6 Extension Headers”.  IETF 92.  March 22-27,
2015. Dallas, Texas, U.S.A.

 “Observations on IPv6 EH Filtering in the Real World”. IETF 92. March 22-27, 2015. Dallas, Texas, U.S.A.

 “Transmission and Processing of IPv6 Options”. IETF 92. March 22-27, 2015. Dallas, Texas, U.S.A.

 “Current  Issues  with DNS Configuration Options for  SLAAC”.  IETF 92.  March  22-27,  2015. Dallas,  Texas,
U.S.A.

 “Network Ingress Filtering: Defeating Attacks which employ Forged ICMP/ICMPv6 Error Messages”.  IETF 92.
March 22-27, 2015. Dallas, Texas, U.S.A.

 “New Features in the SI6 Networks' IPv6 Toolkit”. IPv6 Security Summit 2015. March 16-17, 2015. Heidelberg,
Germany.



 “Recent IPv6 Security Standardization Efforts”.  IPv6 Security Summit 2015. March 16-17, 2015. Heidelberg,
Germany.

 “State of the Art in IPv6 Attack & Defense”. IT-DEFENSE 2015. February 4-6, 2015. Leipzig, Germany.

 “Hacking IPv6 Networks v3.0” (training course). IT-DEFENSE 2015. February 4-6, 2015. Leipzig, Germany.

 “IPv6 Extension Headers in the Real World”. IETF 91. November 9-14, 2014. Honolulu, Hawaii, U.S.A.

 “Transmission and Processing of IPv6 Options”. IETF 91. November 9-14, 2014. Honolulu, Hawaii, U.S.A.

 “Deprecating the Generation of IPv6 Atomic Fragments”.  IETF 91.  November 9-14, 2014. Honolulu, Hawaii,
U.S.A.

 “Recommendation on Stable IPv6 Interface  Identifiers”  (6lo wg).  IETF 91.  November  9-14,  2014. Honolulu,
Hawaii, U.S.A.

 “Recommendation on Stable IPv6 Interface Identifiers” (6man wg).  IETF 91. November 9-14, 2014. Honolulu,
Hawaii, U.S.A.

 “IPv6 Extension Headers in the Real World v3.0”. IEPG 91. November 9, 2014. Honolulu, Hawaii, U.S.A.

 “IPv6-related work at the IETF”. LACNOG meeting, LACNIC 22. October 27-31, 2014. Santiago, Chile.

 “State of the Art in IPv6 Security”. H2HC 2014. October 18-19, 2014. Sao Paulo, Brazil.

 “Network Security Defense”.  8th Regional CaribNOG Meeting.  September 29-October 3,  2014. Willemstad,
Curacao.

 “Security Implications of IPv6 Addressing”. IEAR 2014. September 5, 2014. Buenos Aires, Argentina.

 “Recommendations on filtering of IPv6 packets containing IPv6 Extension Headers”. IETF 90. July 20-25, 2014.
Toronto, Canada.

 “Requirements for IPv6 Enterprise Firewalls”. IETF 90. July 20-25, 2014. Toronto, Canada.

 “IPv6 Extension Headers in the Real World v2.0”. IEPG 90. July 20, 2014. Toronto, Canada.

 “IPv6 Toolkit v2.0”. IEPG 90. July 20, 2014. Toronto, Canada.

 “IPv6 Security & Hacking” (training course). June 9-11, 2014. Ljubljana, Slovenia.

 “Most Recent Advances in IPv6 Security”. IPv6 Summit 2014. June 12, 2014. Ljubljana, Slovenia.

 “IPv6  Network  Security  Assessment  and  Trouble-shooting”.  IPv6  Summit  2014.  June  12,  2014.  Ljubljana,
Slovenia. 

 “IPv6 Fragmentation and IPv6 Extension Headers in the Real World”.  IPv6 Kongress 2014. May 22-23, 2014 .
Frankfurt, Germany.

 “IPv6 Fragmentation and  IPv6 Extension  Headers  in  the  Real  World”.  FLIP6,  LACNIC 21.  May 4-9,  2014.
Cancun, Mexico.

 “Practical Security Assessment of IPv6 Networks and Devices”. IPv6 Security Summit, Troopers 14. March 17-
18, 2014. Heidelberg, Germany.

 “Recent  IPv6  Security  Standardization  Efforts”.  IPv6  Security  Summit,  Troopers  14.  March  17-18,  2014.
Heidelberg, Germany. 

 “Recommendation on Stable IPv6 Interface Identifiers”. IETF 89. March 2-7, 2014. London, U.K. 

 “IPv6 Universal Extension Header”. IETF 89. March 2-7, 2014. London, U.K. 

 “A Small Update on the Use of IPv6 Extension Headers”. IEPG 89. March 2, 2014. London, U.K. 

 “Advances in IPv6 Security” (Remote presentation). SP Security Forum. February 7, 2014. Brussels, Belgium.

 “Security  Implications  of  IPv6  Addressing”  (Remote  presentation).  SP  Security  Forum.  February  7,  2014.
Brussels, Belgium.



 “Five Security Myths a CISO Should Be Aware of”.  CISO Platform Annual Summit. November 15-16, 2013.
Mumbai, India.

 “Why Should You Worry About IPv6 Security Even If Your Network Runs On IPv4?”. CISO Platform Annual
Summit. November 15-16, 2013. Mumbai, India.

 “Deprecating EUI-64 Based IPv6 Addresses”. IETF 88. November 3-8, 2013. Vancouver, BC, Canada.

 “Security Assessment of Neighbor Discovery (ND) for IPv6”.  IETF 88. November 3-8, 2013. Vancouver, BC,
Canada.

 “On the Validation of TCP Sequence Numbers”. IETF 88. November 3-8, 2013. Vancouver, BC, Canada.

 “Fragmentation and Extension Header Support in the IPv6 Internet”. IEPG 88. November 3, 2013. Vancouver, BC,
Canada.

 “Past, present, and future of IPv6 fragmentation and Extension Headers”.  LACNIC 20. October 28-November 1,
2013. Willemstad, Curacao. 

 “A method for Generating Stable Privacy-Enhanced Addresses with IPv6 SLAAC”.  IETF 87. July 28-August 2,
2013. Berlin, Germany.

 “Security Assessment of Neighbor Discovery (ND) for IPv6”. IETF 87. July 28-August 2, 2013. Berlin, Germany.

 “On the Validation of TCP Sequence Numbers”. IETF 87. July 28-August 2, 2013. Berlin, Germany.

 “IPv6 Toolkit News”. IPv6 Hackers #1. July 30, 2013. Berlin, Germany.

 “IPv6 Addresses on the DNS”. IPv6 Hackers #1. July 30, 2013. Berlin, Germany.

 “Hacking IPv6 Networks version 2.0” (training).  Hack In Paris 2013, June 17-21, 2013. Paris, France. 

 “Security Assessment of IPv6 Networks and Firewalls” (presented with Marc Heuse).  IPv6 Kongress, June 6-7,
2013, Frankfurt, Germany.

 “IPv6 Network Reconnaissance: Theory and Practice”.  CONFidence 2013, May 28-29, 2013. Krakow, Poland. 

 “IPv6 Hacking Crash Course” (training).  CONFidence 2013, May 27, 2013. Krakow, Poland. 

 “Avances recientes en seguridad IPv6”. FLIP6 2013. May 5-10, 2013. Medellín, Colombia.

 “IPv6 Network Reconnaissance: Theory & Practice”. LACSEC 2013. May 5-10, 2013. Medellín, Colombia.

 “IPv6 Toolkit:  Security  Assessment  and Trouble-shooting of  IPv6 Networks”.  FLIP6 2013.  May 5-10,  2013.
Medellín, Colombia.

 “Aspectos de seguridad a considerar con IPv6”. CUDI - Reunión de Primavera 2013. April 15-17, 2013. Querétaro,
Mexico. 

 “Resultados de un Análisis  de  Seguridad de  IPv6”.  XI Foro de Seguridad de RedIRIS.  April  25-26,  2013.
Madrid, Spain.

 “Security Assessment of Neighbor Discovery (ND) for IPv6”.  IETF 86. March 10-15, 2013. Orlando, Florida,
U.S.A. 

 “Security  Implications of  IPv6 Options of  Type 10xxxxxx”.  IETF 86.  March  10-15,  2013.  Orlando,  Florida,
U.S.A. 

 “A method for Generating Stable Privacy-Enhanced Addresses with IPv6 SLAAC”. IETF 86.  March 10-15, 2013.
Orlando, Florida, U.S.A. 

 “On the Validation of TCP Sequence Numbers”. IETF 86. March 10, 2013. Orlando, Florida, U.S.A. 

 “IPv6 Network Reconnaissance: Theory & Practice”. IEPG 86. March 10, 2013. Orlando, Florida, U.S.A. 

 “DHCPv6-Shield:  Protecting Against  Rogue DHCPv6 Servers”.  IETF 85.  November 4-9, 2012.  Atlanta,  GA,
USA. 

 “Virtual Private Network (VPN) traffic leakages in dual-stack hosts/networks”.  IETF 85. November 4-9, 2012.
Atlanta, GA, USA. 



 “Network Reconnaissance in IPv6 Networks”. IETF 85. November 4-9, 2012. Atlanta, GA, USA. 

 “Virtual Private Network (VPN) traffic leakages in dual-stack hosts/networks”.  IETF 85. November 4-9, 2012.
Atlanta, GA, USA. 

 “IPv6  Toolkit:  Security  Assessment  and  Trouble-shooting  of  IPv6  networks”.  IEPG 85.  November  4,  2012.
Atlanta, GA, USA. 

 “IPv6  Toolkit:  Security  Assessment  and  Trouble-shooting  of  IPv6  networks”  (lightning  talk,  in  Spanish).
LACNOG 2012. October 28-November 1, 2012. Montevideo, Uruguay. 

 “La vida de un IETF Internet Draft (lightning talk, en Español). LACNOG 2012. October 28-November 1, 2012.
Montevideo, Uruguay.

 “Recent Advances in IPv6 Security”. H2HC 2012. October 20-21, 2012. Sao Paulo, Brazil.

 “Seguridad IPv6”. WALC 2012, track “Despliegue de IPv6”. October 15-19, 2012. Panama City, Panama.

 “Recent Advances in IPv6 Security”. SecTor 2012. October 8-9, 2012. Toronto, Canada.

 “Recent Advances in IPv6 Security”. BruCON 2012. September 26-27, 2012. Ghent, Belgium.

 “Hacking IPv6 Networks” (training). BruCON 2012. September 24-25, 2012. Ghent, Belgium.

 “Seguridad IPv6: Ataque y Defensa”. Campus Party Quito 2012. September 19-23, 2012. Quito, Ecuador.

 “IPv6: Motivación y Desafíos”. Campus Party Quito 2012. September 19-23, 2012. Quito, Ecuador.

 “Resultados de un Análisis de Seguridad de IPv6”.  FIRST Technical Colloquium 2012, August 30-31, 2012.
Buenos Aires, Argentina.

 “Seguridad IPv6: mitos y realidades”. Conferencia ADACSI, August 23, 2012. Buenos Aires, Argentina.

 “Current Issues with DNS Configuration Options for SLAAC”.  IETF 84, July 29-August 3, 2012. Vancouver,
Canada.

 “Managing the Address Generation Policy for Stateless Address Autoconfiguration in IPv6”.  IETF 84, July 29-
August 3, 2012. Vancouver, Canada.

 “Security  Implications  of  Predictable  Fragment  Identification  Values”.  IETF  84,  July  29-August  3,  2012.
Vancouver, Canada.

 “DHCPv6-Shield: Protecting Against Rogue DHCPv6 Servers”.  IETF 84, July 29-August 3, 2012. Vancouver,
Canada.

 “Host Scanning in IPv6 Networks”. IETF 84, July 29-August 3, 2012. Vancouver, Canada.

 “Security Implications of IPv6 on IPv4 Networks”. IETF 84, July 29-August 3, 2012. Vancouver, Canada.

 “ND-Shield:  Protecting  against  Neighbor  Discovery  Attacks”.  IETF 84,  July 29-August  3,  2012.  Vancouver,
Canada.

 “Recent Advances in IPv6 Security”. Just4Meeting 2012 Conference. July 6-8, 2012. Lisbon, Portugal.

 “Hacking IPv6 Networks” (training). Hack In Paris 2012 Conference. June 18-20, 2012. Paris, France. 

 “Results of a Security Assessment of the Internet Protocol version 6 (IPv6)”.  Hack In Paris 2012, June 18-22,
2012. Paris, France. 

 “Introducción y Experiencias en el IETF”. Lanzamiento Mundial de IPv6 - Mendoza, June 6, 2012. Ciudad de
Mendoza, Argentina.

 “Seguridad IPv6”. Lanzamiento Mundial de IPv6 - Mendoza, June 6, 2012. Ciudad de Mendoza, Argentina.

 “Recent Advances in IPv6 Security”. BSDCan 2012, May 11-12, 2012. Ottawa, Canada.

 “IPv6 Network Reconnaissance”. LACSEC 2012, LACNIC XVII, Mayo 6-11, 2012. Quito, Ecuador.

 “IPv6 First Hop Security”. FLIP6, LACNIC XVII, May 6-11, 2012. Quito, Ecuador. 

 “Recent Advances in IPv6 Security”. Hackito Ergo Sum 2012, April 12-14, 2012. Paris, France.



 “Generating Stable Privacy-Enhanced Addresses with IPv6 SLAAC”. IETF 83, March 25-30, 2012. Paris, France.

 “Security  Implications  of  Predictable  Fragment  Identification  Values”.  IETF  83,  March  25-30,  2012.  Paris,
France.

 “Security Implications of the Use of IPv6 Extension Headers with Neighbor Discovery”. IETF 83, March 25-30,
2012. Paris, France. 

 “Security and Interoperability Implications of Oversized IPv6 Header Chains”. IETF 83, March 25-30, 2012. Paris,
France.

 “Managing the Address Generation Policy for Stateless Address Autoconfiguration in IPv6”. IETF 83, March 25-
30, 2012. Paris, France.

 “Implementation Advice for RA-Guard”. IETF 83, March 25-30, 2012. Paris, France.

 “Filtering of IPv4 packets containing IPv4 Options”. IETF 83, March 25-30, 2012. Paris, France. 

 “Recommendations for filtering ICMP messages”. IETF 83, March 25-30, 2012. Paris, France.

 “Aspectos de Seguridad IPv6”. Campus Party 2012, February 10, 2012. Sao Paulo, Brazil.

 “Managing the Use of Privacy Extensions for SLAAC in IPv6”.  80th IETF Meeting, March 27-April 1, 2011.
Prague, Czech Republic. 
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 Wrote excercises  for several  chapters  (“Traditional  Applications”,  “Modern Applications”,  “Protocols for  QoS
Support”,  “Exterior  Routing  Protocols  and  Multicast”  and  “Sockets  Programming”)  of  the  book  “Computer
Networks  with  Internet  Protocols  and  Technology”,  authored  by  William  Stallings.  I  received  the
corresponding credit in the “Acknowledgements” section of the book. Additionally, I performed a technical review
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(ftp://ftp.prenhall.com/pub/esm/sample_chapters/cs/stallings/pdf/preface.pdf). 

 Wrote exercises and performed a technical review of all the chapaters of the book “Operating Systems”, authored
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Stallings. I received the corresponding credit in the “Acknowledgements” section of the book. 

Vulnerability advisories

My work in the area of communications protocols security has led to the publication of the following vulnerability
advisories, which acknowledge my work:

 F5’s K09940637: NTP vulnerability CVE-2019-11331 (https://support.f5.com/csp/article/K09940637)
 RedHat  Security  Advisory  RHSA-2011:1465-1:  Important:  kernel  security  and  bug  fix  update

(https://rhn.redhat.com/errata/RHSA-2011-1465.html)
 Ubuntu: USN-1253-1: Linux kernel vulnerabilities (https://ubuntu.com/security/notices/USN-1253-1) 
 SUSE  Security  Announcement:  Linux  kernel  security  update (SUSE-SA:2011:046)

(https://lists.opensuse.org/opensuse-security-announce/2011-12/msg00011.html)
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 US-CERT:  TCP/IP  implementations  do  not  adequately  validate  ICMP  error  messages
(https://www.kb.cert.org/vuls/id/222750)

 Cisco Systems: Crafted ICMP Messages Can Cause Denial of Service ( ) 
 Microsoft  Corp.:  Microsoft  Security  Bulletin  Summary  for  April  2005

(http://www.microsoft.com/technet/security/bulletin/ms05-apr.mspx)
 Sun Microsystems:  Sun TCP Connections May Experience Performance Degradation If Certain ICMP Error

Messages Are Received (http://sunsolve.sun.com/search/document.do?assetkey=1-26-57746-1)
 SCO  Group:  TCP  Remote  ICMP  Denial  Of  Service  Vulnerabilities

(ftp://ftp.sco.com/pub/updates/OpenServer/SCOSA-2005.38/SCOSA-2005.38.txt)
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http://www.microsoft.com/technet/security/bulletin/ms05-apr.mspx
https://rhn.redhat.com/errata/RHSA-2011-1465.html
https://support.f5.com/csp/article/K09940637
ftp://ftp.prenhall.com/pub/esm/sample_chapters/cs/stallings/pdf/preface.pdf


Open Source Tools

As part  of  my work in  the area  of communications protocols  security,  I  have  released  the following open-source
security assessment tools:

 SI6  Networks'  IPv6  Toolkit:  The  only  portable  (and  publicly-available)  IPv6  security  assessment  toolkit.
Available at:  https://www.si6networks.com/tools/ipv6toolkit . This toolkit has been incorporated into the Debian
GNU/Linux package system (ipv6toolkit) and in the Kali Linux distribution.

 SI6  Networks'  IoT  Toolkit:  A  security  assessment  toolkit  for  the  Internet  of  Things  (IoT).  Available  at:
https://www.si6networks.com/tools/iot-toolkit 

 ipv6mon: An IPv6 address monitoring daemon. Available at: https://www.si6networks.com/tools/ipv6mon 

 ICMP tools: A set of ICMPv4 security assessment tools. Available at: https://www.si6networks.com/tools 

Open Source Contributions

As part of my work in the area of communications protocols security, I have contributed code to a variety of open
source projects:

 Linux kernel: Implementation of IETF RFC 8981.

 FreeBSD kernel:  Implementation of IETF RFC 8981.

 NetworkManager: Implementation of IETF Internet-Draft draft-gont-6man-slaac-renum,

 systemd-networkd: Implementation of IETF Internet-Draft draft-gont-6man-slaac-renum.

 OpenBSD slaacd(8): Implementation of IETF Internet-Draft draft-gont-slaac-renum. Reduction of Valid Lifetimes
of IPv6 temporary addresses.

 OpenBSD kernel: Implementation of the mitigation for ICMP-based performance -degrading attacks in RFC5927.

 OpenBSD rad(8): Implementation of IETF Internet-Draft draft-gont-6man-slaac-renum.

Press

My work in the area of communications protocols security has been featured in the following articles and interviews:

 Revista Brando: Los ingenieros de la matrix: ¿quién ordena internet? (https://www.lanacion.com.ar/lifestyle/los-
ingenieros-de-la-matrix-quien-ordena-internet-nid1921463/)

 LightReading: Industry Mobilizes on Latest TCP Flaw (https://www.lightreading.com/ethernet-ip/industry-
mobilizes-on-latest-tcp-flaw/d/d-id/612378)

 The Register: IPv6 vulnerable to fragmentation attacks that threaten core internet routers. 
(https://www.theregister.com/2017/01/18/net_boffin_ipv6_needs_hardening_against_fragmentation_attacks/) 

 Golem.de: Interview Fernando Gont zur Sicherheit in IPv6 (https://www.youtube.com/watch?v=i_lUXBagvlc)

 TechTarget.com: Lagging Security Features, Vulnerabilities Could Hamper Transition to New Internet 
(https://bit.ly/3qHXFgW)

 TechTarget.com: World IPv6 recap (https://bit.ly/3fFIFK5)

 Network World: Future-Net Debrief (https://www.networkworld.com/article/2230740/cisco-subnet-future-net-
debrief.html)
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 Prensa LACNIC: Fernando Gont - IPv6 - LACNOG 2011 (https://www.youtube.com/watch?v=Ta1iwffcIlA)

 SecurityFocus: U.K. response team releases Net security guide (https://bit.ly/3nF8vlF)

 The Register: IP security shortcomings unpicked (https://www.theregister.com/2009/02/17/ip_security_review/)

 IT News: UK government blast TCP/IP security (https://www.itnews.com.au/news/uk-government-blast-tcp-ip-
security-120418)

 UK's National Infrastructure Security Co-ordination Centre: NISCC - the Quarterly (01/06) 
(https://www.si6networks.com/files/press/re-20060818-00564.pdf)

 CNET News: Bug hunters, software firms in uneasy alliance (https://www.cnet.com/news/privacy/bug-hunters-
software-firms-in-uneasy-alliance/)

 SecurityFocus: Big debate over small packets (https://bit.ly/3rxpQhv)

 KernelTrap: OpenBSD Hackathon 2005, Part III (https://bit.ly/3NjGoCZ)

 SecurityFocus: OpenBSD's network stack (https://bit.ly/3FSU0mc) 

Recent positions held

2022:

Security  researcher  and  consultant  at  SI6  Networks (http  s  ://www.si6networks.com  ).  My  activities  include:
security assessment of communication protocols, vulnerability research, production of security assessment tools,
design and implementation of counter-measures, communications protocols standardization, Internet engineering,
and information security consulting.

https://www.theregister.com/2009/02/17/ip_security_review/
https://bit.ly/3NjGoCZ
https://bit.ly/3FSU0mc
https://www.si6networks.com/
https://www.si6networks.com/
https://www.si6networks.com/
https://bit.ly/3rxpQhv
https://www.itnews.com.au/news/uk-government-blast-tcp-ip-security-120418
https://www.itnews.com.au/news/uk-government-blast-tcp-ip-security-120418
https://bit.ly/3nF8vlF
https://www.youtube.com/watch?v=Ta1iwffcIlA

	Collaboration in third-party publications

